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Extend Memory — Not Just an ID
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= Expanded memory capacity

+ Transaction history (e.g.,
pharmaceutical medicine)

+ Extended ownership description
(e.qg., airline luggage)

+ Content authentication (hash of
legal documents)
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= Ownership information (~ 512b)
+ Each ASCII needs 8 bits
+ Each Chinese character needs 16 bits

= Applications
+ Freight items
> Luggage
+ Post mail and packages
+ Human and animal ID tags
> Patients tags

> Students tags
> Event tags
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* Tracking information (1K-2K)

+ Transactions from manufacturers,
distributors to retailers, etc.

= Applications:
+ Product history tracking
> Pharmaceuticals, food, wine, cigarettes,

+ Anti-counterfeiting

> Unique ID and logistic history for each
product

> User verification on the spot, no need
of backend database
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= Hash-of-content, or even content
Information ey

+ One A4 page of English ~ 4K to 8K Dol i Yl
bits

+ One A4 page of Chinese ~8 Kto 16 K
bits

+ One passport-sized picture ~16K to
32 K bits

= Applications
+ Machine automatic content reading

+ Authentication

> Legal documents, such as cetrtificate,
diploma, transcripts, etc,

> Pictures, or finger prints for ID cards



http://images.google.com/imgres?imgurl=http://www.kronto.org/thesis/tips/a4-printing-before.png&imgrefurl=http://www.kronto.org/thesis/tips/a4-printing.html&usg=__5ogntxbiYUVGvOsCYOcX5S6GBkU=&h=540&w=382&sz=17&hl=en&start=15&sig2=xed35wYsn1ld3NPqS5gLmw&tbnid=Fp_N1TXRYeGOeM:&tbnh=132&tbnw=93&prev=/images%3Fq%3DA4%2Bprinting%26gbv%3D2%26hl%3Den%26sa%3DG&ei=G9tWSo21CobDtwfG7OWTBg
http://images.google.com/imgres?imgurl=http://andrew.jorgensenfamily.us/files/2007/09/passport.jpg&imgrefurl=http://andrew.jorgensenfamily.us/2007/09/passport/&usg=__NOuZdgTvWKggQMlmsSZDC3_1uxA=&h=301&w=443&sz=29&hl=en&start=10&sig2=pB9MYWsf-rWZevN3s3UicA&tbnid=QnIZTZgqg_tB7M:&tbnh=86&tbnw=127&prev=/images%3Fq%3Dpassport%2Bphoto%26gbv%3D2%26hl%3Den%26sa%3DG&ei=PttWSp2WCJeJtgf20endCg

LSSM  Novel RFID Memory Design R

EAMRPOERA

= MTP (multiple time programmable) logic-NVM
+ CMOS based NVM, up to 1K bits
+ Pro: No extra mask, low manufacturing cost
+ Con: Large footprint size

= MTP Flash (E2PROM)
+ Upto 128K hits
+ Pro: small footprint size
+ Con: Higher manufacturing cost

= OTP (one time programmable) NVM
+ Potentially can go beyond 128K bits
+ Pro: No extra mask, Low manufacturing cost
+ Con: One time programming
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= EPC Gen-2 has little security
mechanism built in

+ Only 32-bit password for read/write
authorization

+ Plain EPC ID stored and
transmitted

+ Tags may potentially be cloned,
Intercepted or emulated.

= Different levels of security
needed for various applications
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