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RFID System ( EZGH AR ST )

- Bridging physical space and digital world
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RFID Systems, the Future
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« Internet of things (10T) #E£R
« RFID tags and other smart devices
s Each dust has an ID
= Pervasive computing
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E-logistics, Security, and Trust
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Challenges and Issues
LRI

» Security
= No security enhancements
» Plaintext message
» Privacy
» ID
= Location
= Number of tags
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Adversary

Long-range detection



LSCM Project Overview
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 Phase I: Trustworthy RFID Technologies:
Methodology and Practice, GHP/044/07LP,
2008-2010

» Phase II: Trust Solution for RFID Enabled
Interoperable E-logistics, ITP/037/09LP, 2010-
2012

- Sponsored by ITF in Hong Kong SAR

 Supervised by LSCM
- Platform research programs
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Project Objectives
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« & FARFIDZ 4K (Phase I)
- ifiE2: (En/Decryption)
= I (Authentication)
> faFL L4~ (Privacy Protection)
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1,0 (Trust Center)

o [E1T K E &2 (Trust management and auditing)
o FA AR (Secure Ownership Transfer)
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E1E (Trustworthy Collaboration)



Bottlenecks of RFID App
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Privacy-Preserving Authentication

Linear search, O(N). Simple, Safe, but not Scalable.

Solution: Highly efficient authentication schemes (Tree
based search, Randomization, Key-updating, etc.)
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Tag size | AA \ | SMP YEBA-} | YEBA-}
[000 | 72.95s \| 17.28s | A5.08s \| /i5.07s \
2000 |[145.07s \| 2130s |]10.70s \|]10.70s |
3000 213.46s 25.10s / 9.192s / 9.18s
4000 287.68s | 29.23s || 8.28s || 8.27s
5000 362.26s 33.38s 7.69s 7.68s
6000 43425 s || 37.39s 7.29s 7.28s
7000 508.04s 41.50s 6.97s 6.95s
8000 579.6s 45.48s 6.72s 6.71s
9000 || 64185 | 48975 || 6.54s || 653 |
[0000  |\712.48s || 52.88s  [\637s  [\635 |
[1000 | \78848s /| 57.12s | \621s /| \6.19s ]
[2000 | §66.575/ | 6146s | §07s /| p0ds |

N

n




IHRARCR —— 1505 A
« EEFALOHAM IR B

A
» Framed Slotted Algorithm o
» CRC Code ——
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ID. CRC(ID,)

CRC(ID,, ® ID,,)
CRC(ID,) ® CRC(ID,)

ID. ® ID, CRC(ID,) ® CRC(IDy,)
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Trusted E-logistic infrastructure

Trust Solution for RFID enabled LSCM

Trust Pl atfo rm
Center

oo Trustworthy RFID Technologies

Transfer

RFID Privacy P I
y Preserving
based Secure RFID Hardware Technologies
Certificate Audition




Applications — China Post
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- Xi’an Postal Processing Center (GRS EL
FAERER ) -- One of the 7 key-processing

centers in China

= 20 million packages of mails, 640 million
letters, 32 million flat mails, 10.8 million
parcel-like mails per year.




Replacing Barcodes for
ldentification FFHLSSIEFS N




Automatic Processing - Efficiency
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- Manual process may need about 1s for
each item.

- Using RFID can fast scan a batch of items.




Real Time Monitoring - Reliability
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- Locating an item without unpacking the
package
- Monitoring the items




Online Tracking - Security
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Application Server
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w RFID Management Server




Trustworthy Postal Applications
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Information RIFD Tech. RFID-enabled
System Platform Applications

RFID Systems

/Internet
Networ

Other Systems

Postal Service . ¥ Integrated
Systems l ' Post
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